1 Don’t Want A Yirus!

...or what to do with pop-up
messages, unwanted websites
... and unsolicited emails.

27 Chris Ireland
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For our discussion, | will refer to
viruses, worms, trojans, spyware,
malware as viruses...things that
get onto your computer that you
don’t want and didn’t ask for




There are 3 ways people can get
viruses which we will discuss
today...

“ THE VIRUS 15 THAT BAD, HUH P '



lumber 1...Pop-up raying *°A
Virus Has Been Detected”




7 WirusRemover 2008 - Windows Internet Exp‘orer '
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4 This website wants to run the following add-on: Microsoft (R) Dynamic HTML Editing Control' from 'Microsoft Corporation’, If you trust the website and the add-on and want to allow & to run, cick here. .,

Your system may be WGM

The izt of possibée nfactions:
Name Alert Level

Spyware. IEMonster.b CRITICAL
Zlop.PornAdvertister. Xplisit High
Trojon.InfoStealer.Banker.s Medium

9 WARNING!
i

Click the ‘Ful Scan" bufton to scan your system for spywere and viruses

Full Scan

7 VrsRemover2n0e - .,




DO NOT CLICK!!

Took - - i 3

€ This website wants to run the' ‘Microsoft (R) Dynamic HTML Edting Control from ‘Microsoft Corporation’. TF you trugt the website and the ad:

Fre ‘Ful Scan® button to scan your system for spyware and viruses:

‘.; Full Scan

@ interrat

Close the Internet, update and run
YOUR antivirus program



Number 2...That isn’t the
webvite | wanted

You type "www.yahoo.com’
and the webpage comes up as
http://wizrdenterteiment.ru
or some other website

m confused.

No wait...
Maybe Fm not.




1) Close the Internet,
2) Run Disk Cleanup,

3) Update and run YOUR
antivirus program!

_geeEts




lumber 3...1 received an
email telling me...ANYTHING

*|IRS Your tax year 2001 refund will be returned to the
Treasury unless you claim it by Midnight 4/12/2011

«Your account with Burke & Herbert has potentially been
compromi sed, please foll ow

«To ensure you continue receiving updates to your antivirus
program, please follow this link to update your program...



flumber 3...1 received an
email telling me...ANYTHING

SOCIAL
ENGINEERING

. The clever manipulation
of the natural human

" tendency to trust.




Do NOT open the email or
click on the link

Delete the email. If the emall 1s from an official
entity e.g. IRS, bank, etc. call the organization.

If the email requires you to

; CAN YOU
Install a program update, RESIST TO
update the program from CLICK?®

WITHIN THAT PROGRAM.




Al little Knowledge Goers A long Way

* Have an antivirus program that is set up
to update and scan avtomatically

e McAfee. Norton, Trend. AVG (Free).
Microsoft Scecurity Essentials (Free)

* ONLY download Microsoft Security
Essentials from www.microsoft.com




Al little Knowledge Goes Al long Way

Valid program updaters that will notify you
* Java Updater

*idobe Acrobat Reader Updater

*idobe fFlash Updater

* Installed antivirus program updater

* 1OT via email



Thank You
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"WELL SIR, T THINE WE'YE FINALLY SOITEN THE VIRUS OUT OF
THE OFFICE COMPUTERS. "



